How to create a Microsoft Exchange Server 2007 or 2010 SMTP Receive Connector

Use the following instructions to create a Microsoft Exchange SMTP Receive Connector for DocuFire

Server to relay email messages.

Start the Exchange Management Console.
Browse to Microsoft Exchange > Server Configuration > Hub Transport.

3. Select the Hub Transport server through which you would like to allow another system to relay
mail.

4. From the Actions pane, choose New Receive Connector.

Introduction
Assign a name such as DocuFire and leave the intended use as “Custom”.

Mew Receive Connector

n-—-li—-n
Introduction

O Introduction anle )
Thiz wizard helps you create a new Beceive connector on the selected server.

. Mew Connectar
M ame:

1 Completion |DacuFire

Select the intended uze for thiz Receive connectar;

I Custom j

Dezcription: Select thiz aptian to create a customized connectar, which will be uzed ta
connect with systems that are not Exchange senrvers.

Help | < Back | MNest » I Cancel

Click Next
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How to create a Microsoft Exchange Server 2007 or 2010 SMTP Receive Connector

Local Network Settings

Under the Local Network Settings you can set the IP address to receive mail on. We recommend you
leave this as the Default (All Available IPv4). However we recommend changing the Port number to
something other than 25 such as 2525.

Click Edit to open this window.

Edit Receive Connector Binding

IFP Address to Use

* ze all IF addresses available on thiz server

™ Specify an IP address;

Example: 192.168.1.10

Part to Uze

Fart; |2525|
Qk I Cancel |

Mew Heceive Connector

i

f————

B Intioduction Local Hetwork settings

IJze theze local IP addrezses ta receive mail:
o Local Metwork,

zeftings Ifl}l Add... 7 Edit.. X
Remaote Mebwork Local IP addrezs|es] | Part
~ seftings [l A ailable 1PwA) 2525

. Mew Connectar

. Completion

Click Next
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How to create a Microsoft Exchange Server 2007 or 2010 SMTP Receive Connector

Remote Network Settings

This window allows you to limit the IP addresses of server that can relay mail using the Receive
Connector. There are basic 3 general levels you can set control.

a. The defaultis all IP address. If you exchange server is located within a DMZ (behind a firewall) it
should be reasonably ok to leave this as all IP address, especially if you knowledge of network is
limited as external servers on the internet will not be able to access internal IP addresses.

b. Or setyour internal IP block, example to allow the entire 192.168.x.x IP block to relay mail.

Edit Remote Servers - IP Address Range

End Address:

200.255.0.0
Example: 192,168,255, 255

0k, I Cancel |

c. The most secure method would be to set only the address of the DocuFire Server to be able to
relay. The example below limits machine 192.168.1.10 to send mail.

Edit Remote Servers - IP Address Range

Start Address:
[192.188.1.10]
Ewxample: 19216811

End Address:
| 255. 255,255,255
Ewxample: 192168255, 255

0k, I Cancel

Mew Heceive Connector

i

1

e Remote Metwork zettings

R eceive mail from gervers that have these remote |IP addresses;
n Local Metwork,

settings mEadd... - 7 Edt.. X
0 Flemate Metwork IF address(es
settings 192 168.0.0-255.255.0.0

. Mew Connectar

Click Next
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New Connector
The final page will be a summary, click New to create the connector. Wait, there are MORE STEPS...

Mew Heceive Connector

i
f
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Mew Connector
The wizard will uge the configuration below.  Click Mew to continue.

[ Intraduction

n Local Metwork,

settings Configuration Surimary:
n sHeE:tTnDtE M ek, 2 DacuFire 2

gs o

Marne: DocuFire
[ Mew Connectar Type: Custam
} IP Addresz(es):
< Completion (&l &vailable Pyvd): Port 2525
Remate IP range(z):
192168.0.0-255.256.0.0

To copy the contents of thiz page, prezs CTRL+C.

Help | < Back | MNew Cancel

Click New to create
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Authentication
Now access the Properties of the newly create Receive Connector and set the permissions as per below.

DocuFire Propetties

. Eenerall Metwork  Authentication | Fermnizzion Er-:uupsl

Specify which secunty mechanizms are available far incaming connections
[T Triansport Layer Security [TLS]
[T Enable Domain Security (Mutual Suth TLS]

[T Basic Authentication
[T Difer Basic authentication only after starting TLS

[ Exchange Server authentication
[ Integrated Windows authentication

¥ Extemnally 5ecured [for example, with |Pzec)

o Ok, I Cancel Apply Help
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Permission Groups
Under the same Properties as before, access the Permission Groups tab and set the options as below.

DocuFire Propetties
. Eenerall Netwurkl Authentication  Permission Groups |

Specify wha iz allowed ta connect to thiz Beceive connector
[T Anonpmous users

[~ Exchange users

¥ Exchange servers

[~ Legacy Exchange Servers

[T Partners

] I Cancel Apply Help

Click OK to save the settings.

Now when you setup DocuFire you can use the Exchange server and don’t forget to change the PORT to

2525 or whatever you chose to use.
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